CITY OF FULLERTON
PROFESSIONAL SERVICES AGREEMENT
WITH
GLASS BOX TECHNOLOGY, INC.

THIS AGREEMENT is made and entered into this 1st day of July, 2021 (“Effective Date”),
by and between the CITY OF FULLERTON, a municipal corporation (“City”), and GLASS BOX
TECHNOLOGY, INC., a California coporation (“Consultant”).

WITNESSETH:

A. City proposes to utilize the services of Consultant as an independent contractor to
provide information technology staffing and support for the City’s computers and networks, as
more fully described herein.

B. Consultant represents that it has that degree of specialized expertise contemplated
within California Government Code Section 37103, and holds all necessary licenses to practice
and perform the services herein contemplated.

C. City and Consultant desire to contract for services described herein, and desire to
set forth their rights, duties and liabilities in connection with the services to be performed.

D. No official or employee of City has a financial interest, within the provisions of
Sections 1090-1092 of the California Government Code, in the subject matter of this Agreement.

NOW, THEREFORE, for and in consideration of the mutual covenants and conditions
contained herein, the parties hereby agree as follows:

1.0. SERVICES PROVIDED BY CONSULTANT

1.1. Scope of Services. Consultant shall provide the professional services described
in the “Statements of Work for the City of Fullerton” attached hereto as Exhibit “A” and
incorporated herein by this reference. Additional statements of work may be added as needed for
project completion with concurrence of City Manager and IT Director, to ensure that there are
adequate funds in the budget.

1.2. Professional Practices. All professional services to be provided by Consultant
pursuant to this Agreement shall be provided by personnel experienced in their respective fields
and in a manner consistent with the standards of care, diligence and skill ordinarily exercised by
professional consultants in similar fields and circumstances in accordance with sound
professional practices. Consultant also warrants that it is familiar with all laws that may affect its
performance of this Agreement and shall advise City of any changes in any laws that may affect
Consultant’s performance of this Agreement.

1.3. Performance to Satisfaction of City. Consultant agrees to perform all the work to
the reasonable satisfaction of the City. Evaluations of the work will be conducted by the City
Manager or his or her designee. If the quality of work is not satisfactory, City in its discretion has
the right to:

(@) Meet with Consultant to review the quality of the work and resolve the
matters of concern;

(b) Require Consultant to repeat the work at no additional fee until it is



satisfactory; and/or
(© Terminate the Agreement as hereinafter set forth.

1.4. Warranty. Consultant warrants that it shall perform the services required by this
Agreement in compliance with all applicable Federal and California employment laws, including,
but not limited to, those laws related to minimum hours and wages; occupational health and
safety; fair employment and employment practices; workers’ compensation; and all other Federal,
State and local laws and ordinances applicable to the services required under this Agreement.
Consultant shall indemnify and hold harmless City from and against all claims, demands,
payments, suits, actions, proceedings, and judgments of every nature and description including
attorneys’ fees and costs, presented, brought, or recovered against City for, or on account of any
liability under any of the above-mentioned laws, which may be incurred by reason of Consultant’s
performance under this Agreement.

1.5. Non-discrimination. In performing this Agreement, Consultant shall not engage in,
nor permit its agents to engage in, discrimination in employment of persons because of their race,
religion, color, national origin, ancestry, age, physical handicap, medical condition, marital status,
sexual gender or sexual orientation, except as permitted pursuant to Section 12940 of the
Government Code.

1.6. Non-Exclusive Agreement. Consultant acknowledges that City may enter into
agreements with other consultants for services similar to the services that are subject to this
Agreement or may have its own employees perform services similar to those services
contemplated by this Agreement.

1.7. Delegation and Assignment. This is a personal service contract, and the duties
set forth herein shall not be delegated or assigned to any person or entity without the prior written
consent of City. Consultant may engage a subcontractor(s) as permitted by law and may employ
other personnel to perform services contemplated by this Agreement at Consultant’s sole cost
and expense.

1.8. Confidentiality. Employees of Consultant in the course of their duties may have
access to financial, accounting, statistical, and personnel data of private individuals and
employees of City. Consultant covenants that all data, documents, discussion, or other
information developed or received by Consultant or provided for performance of this Agreement
are deemed confidential and shall not be disclosed by Consultant without written authorization by
City. City shall grant such authorization if disclosure is required by law. All City data shall be
returned to City upon the termination of this Agreement. Consultant's covenant under this Section
shall survive the termination of this Agreement.

2.0. COMPENSATION AND BILLING

2.1. Compensation. Consultant shall be paid in accordance with the fee schedule set
forth in Exhibit “A.”

2.2. Method of Billing. Consultant may submit invoices to the City for approval on a
progress basis, but no more often than two times a month. Said invoice shall be based on the
total of all Consultant’s services which have been completed to City’s sole satisfaction. City shall
pay Consultant’s invoice within forty-five (45) days from the date City receives said invoice. Each
invoice shall describe in detail the services performed, the date of performance, and the
associated time for completion. Any additional services approved and performed pursuant to this
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Agreement shall be designated as “Additional Services” and shall identify the number of the
authorized change order, where applicable, on all invoices.

2.3. Records and Audits. Records of Consultant’s services relating to this Agreement
shall be maintained in accordance with generally recognized accounting principles and shall be
made available to Cityof its Project Manager for inspection and/or audit at mutually convenient
times from the Effective Date of this Agreement until three (3) years after the terminiation date.

2.4, W-9. Consultant must provide City with a current W-9 form, to be attached hereto
as Exhibit “C.” It is the Consultant’s responsibility to provide to the City any revised or updated W-
9 form.

3.0. TIME OF PERFORMANCE

3.1. Commencement and Completion of Work. The professional services to be
performed pursuant to this Agreement shall commence within five (5) days from the Effective Date
of this Agreement. Failure to commence work in a timely manner and/or diligently pursue work to
completion may be grounds for termination of this Agreement.

3.2. Excusable Delays. Neither party shall be responsible for delays or lack of
performance resulting from acts beyond the reasonable control of the party or parties. Such acts
shall include, but not be limited to, acts of God, fire, strikes, material shortages, compliance with
laws or regulations, riots, acts of war, or any other conditions beyond the reasonable control of a

party.

4.0. TERM AND TERMINATION

4.1. Term. This Agreement shall commence on the Effective Date and continue on a
month to month basis for up to one year, unless terminated as provided. Agreement may be
extended up to an additional six month period.

4.2. Notice of Termination. The City of the Consultant may terminate, suspend or
abandon the execution of all or any part of the work contemplated by this Agreement, with or
without cause, at any time, by providing a thirty (30) day written notice to the other. The
termination of this Agreement shall be deemed effective upon receipt of the notice of termination.
In the event of such termination, Consultant shall immediately stop rendering services under this
Agreement unless directed otherwise by the City.

4.3. Compensation. In the event of termination, City shall pay Consultant for
reasonable costs incurred and professional services satisfactorily performed up to and including
the date of the City’s written notice of termination. Compensation for work in progress shall be
prorated based on the percentage of work completed as of the effective date of termination in
accordance with the fees set forth herein. In ascertaining the professional services actually
rendered hereunder up to the effective date of termination of this Agreement, consideration shall
be given to both completed work and work in progress, to complete and incomplete drawings,
and to other documents pertaining to the services contemplated herein whether delivered to the
City of in the possession of the Consultant.

4.4. Documents. Inthe event of termination of this Agreement, all documents prepared
by Consultant in its performance of this Agreement including, but not limited to, finished or
unfinished design, development and construction documents, data studies, drawings, maps and
reports, shall be delivered to the City within ten (10) days of termination notice to Consultant, at
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no cost to City. Any use of uncompleted documents without specific written authorization from
Consultant shall be at City's sole’risk and without liability or legal expense to Consultant.

5.0. INSURANCE

5.1. Insurance Required. Consultant shall procure and maintain throughout the
duration of this Agreement, insurance against claims for injuries to persons or damages to
property which may arise from or in connection with the performance of the work hereunder by
Consultant, its agents, representatives, employees or subcontractors. Consultant shall provide
current evidence of the required insurance in a form acceptable to City and shall provide
replacement evidence for any required insurance which expires prior to the completion, expiration,
or termination of this Agreement.

Nothing in this section shall be construed as limiting in any way, the Indemnification and Hold
Harmless clause contained herein in Section 6.8 or the extent to which Consultant ma be held
responsible for payments of damages to persons or property.

5.2. Minimum Scope and Limits of Insurance.

A. Commercial General Liability Insurance. Consultant shall maintain commercial
general liability insurance coverage in a form at least as broad as ISO Form #CG 00 01, with a
limit of not less than $1,000,000 each occurrence. If such insurance contains a general aggregate
limit, it shall apply separately to the Agreement or shall be twice the required occurrence limit.

B. Business Automobile Liability Insurance. Consultant shall maintain business
automobile liability insurance coverage in a form at least as broad as ISO Form #CA 00 01, with
a limit of not less than $1,000,000 each accident. Such insurance shall include coverage for
owned, hired and non-owned automobiles.

C. Workers’ Compensation and Employers’ Liability Insurance. Consultant shall
maintain workers’ compensation insurance as required by the State of California and employers’
liability insurance with limits of not less than $1,000,000 each accident.

D. Professional Liability Insurance. Consultant shall maintain professional liability
insurance appropriate to Consultant’s profession with a limit of not less than $2,000,000.
Architects’ and engineers’ coverage shall be endorsed to include contractual liability. If policy is
written as a “claims made” policy, the retro date of the policy shall be prior to the start of the
contract work.

E. Cyber Liability Insurance. Consultant shall maintain cyber liability insurance
coverage with a limit of not less than $2,000,000 per claim and $2,000,000 aggregate. Coverage
shall be sufficiently broad to respond to the duties and obligations as is undertaken by Consultant
in this Agreement and shall include but not be limited to claims involving infringement of
intellectual property, including but not limited to infringement of copyright, trademark, trade dress,
invasion of privacy violations, information theft, damage to of destruction of electronic information,
release of pricate information, alteration of electronic information, extortion and network security.
The policy shall provide coverage for breach response costs as well as regulatory fines, penalties
and credit monitoring expenses with limits sufficient to respond to these obligations.

5.3. Deductible or Self Insured Retention. Any deductible or self-insured retention must
be declared to and approved by City.
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5.4.  Other Insurance Provisions. The required policies shall contain or be endorsed to
contain the following provisions:

A. Commercial General Liability. City, its elected or appointed officials, officers,
employees and volunteers are to be covered as additional insureds with respect to liability arising
out of work or operations performed by or on behalf of Consultant, including materials, parts or
equipment furnished in connection with such work or operations. Such coverage as an additional
insured shall not be limited to the period of time during which Consultant is conducting ongoing
operations for City but rather, shall continue after the completion of such operations. The
coverage shall contain no special limitations on the scope of its protection afforded to Cuty, its
officers, emplyees and volunteers.

B. Commercial General Liability. This insurance shall be primary insurance as
respects City, its officers, employees and volunteers and shall apply separately to each insured
against whom a suit is brought or a claim is made. Any insurance or self-insurance maintained by
City, its officers, employees and volunteers shall be excess of this insurance and shall not
contribute with it.

C. Professional Liability. If the Professional Liability policy is written on a “claims
made” form, the Retroactive Date must be shown and must be before the date of the contract or
beginning of contract work. The insurance must be maintained and evidence of insurance must
be provided for at least five (5) years after completion of the contract work. If the coverage is
canceled or non-renewed and not replaced with another claims-made policy form with a
Retroactive Date prior to the contract effective date, the Consultant mus purchase “extended
reporting coverage” for a minimum of five (5) years after completion of work.

D. Workers’ Compensation and Employers’ Liability Insurance. Insurer shall
waive their right of subrogation against City, its officers, employees and volunteers for work done
on behalf of City.

E. All Coverages. Each insurance policy required by this clause shall be endorsed
to state that coverage shall not be canceled, except after thirty (30) days’ prior written notice by
certified mail, return receipt requested, has been given to City.

If Consultant maintains higher limits or has broader coverage than the minimums shown above,
City requires and shall be entitled to all coverage, and to the higher limits maintained by
Consultant. Any available insurance proceeds in excess of the specified minimum limits of
insurance and coverage shall be available to City.

F. Subcontractors. Consultant shall require and verify that all subcontractors
maintain insurance meeting all the requirements stated herein and Consultant shall ensure that
City is an additional insured on insurance required from subconsultants.

G. Special Risks or Circumstances. City reserves the right to modify these
requirements, including limits, based on the nature of the risk, prior experience, insurer, coverage,
or other special circumstances.

5.5.  Acceptability of Insurers. All required insurance shall be placed with insurers
acceptable to City with current BEST'S ratings of no less than A, Class VII. Workers’
compensation insurance may be placed with the California State Compensation Insurance Fund.
All insurers shall be licensed by or hold admitted status in the State of California. At the sole
discretion of City, insurance provided by non-admitted or surplus carriers with a minimum BEST’S
rating of no less than A-, Class X may be accepted if Consultant evidences the requisite need to

Glass Box Technology, Inc.
Page 5



the sole satisfaction of City.

5.6. Verification of Coverage. Consultant shall furnish City with certificates of insurance
which bear original signatures of authorized agents and which reflect insurers names and
addresses, policy numbers, coverage, limits, deductibles and self-insured retentions. Additionally,
Consultant shall furnish copies of all policy endorsements required herein. All certificates and
endorsements must be received and approved by City before work commences. City reserves
the right to require at any time complete, certified copies of any or all required insurance policies
and endorsements. Certificates of Insurance are attached hereto as Exhibit “B.”

6.0. GENERAL PROVISIONS

6.1. Entire Agreement. This Agreement constitutes the entire agreement between the
parties with respect to any matter referenced herein and supersedes any and all other prior
writings and oral negotiations. This Agreement may be modified only in writing, and signed by
the parties in interest at the time of such modification. The terms of this Agreement shall prevail
over any inconsistent provision in any other contract document appurtenant hereto, including
exhibits to this Agreement.

6.2. Representatives. The City Manager or his or her designee shall be the
representative of City for purposes of this Agreement and may issue all consents, approvals,
directives and agreements on behalf of the City, called for by this Agreement, except as otherwise
expressly provided in this Agreement.

Consultant shall designate a representative for purposes of this Agreement who
shall be authorized to issue all consents, approvals, directives and agreements on behalf of
Consultant called for by this Agreement, except as otherwise expressly provided in this
Agreement.

6.3. Project Managers. City shall designate a Project Manager to work directly with
Consulant in the performance of this Agreement.

6.4. Notices. Any notices, documents, correspondence or other communications
concerning this Agreement or the work hereunder may be provided by personal delivery,
facsimile, or mail and shall be addressed as set forth below. Such communication shall be
deemed served or delivered: a) at the time of delivery if such communication is sent by personal
delivery; b) at the time of transmission if such communication is sent by facsimile; and c) 48 hours
after deposit in the U.S. Mail as reflected by the official U.S. postmark if such communication is
sent through regular United States mail.

IF TO CONSULTANT: IF TO CITY:

Glass Box Technology, Inc City of Fullerton

1902 Wright Place, Suite 200 303 Commonwealth Ave.
Carlsbad, CA 92008 Fullerton, CA 92832
Attn: Marty Miller Attn:  City Manager

6.5. Attorneys’ Fees. In the event that litigation is brought by any party in connection
with this Agreement, the prevailing party shall be entitled to recover from the opposing party all
costs and expenses, including reasonable attorneys’ fees, incurred by the prevailing party in the
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exercise of any of its rights or remedies hereunder or the enforcement of any of the terms,
conditions, or provisions hereof.

6.6. Governing Law. This Agreement shall be governed by and construed under the
laws of the State of California without giving effect to that body of laws pertaining to conflict of
laws. In the event of any legal action to enforce or interpret this Agreement, the parties hereto
agree that the sole and exclusive venue shall be a court of competent jurisdiction located in
Orange County, California.

6.7. Assignment. Consultant shall not voluntarily or by operation of law assign,
transfer, sublet or encumber all or any part of Consultant's interest in this Agreement without City's
prior written consent. Any attempted assignment, transfer, subletting or encumbrance shall be
void and shall constitute a breach of this Agreement and cause for termination of this Agreement.
Regardless of City's consent, no subletting or assignment shall release Consultant of Consultant's
obligation to perform all other obligations to be performed by Consultant hereunder for the term
of this Agreement.

6.8. Indemnification and Hold Harmless. To the fullest extent of the law, Consultant
agrees to defend, indemnify, hold free and harmless the City, its elected officials, officers, agents
and employees, at Consultant’s sole expense, from and against claims, demands, actions, suits
or other legal proceedings brought against the City, its elected officials, officers, agents and
employees arising out of the performance of the Consultant, its employees, and/or authorized
subcontractors, of the professional services undertaken pursuant to this Agreement. The defense
obligation provided for hereunder shall apply without any advance showing of negligence or
wrongdoing by the Consultant, its employees, and/or authorized subcontractors, but shall be
required whenever any claim, action, complaint, or suit asserts as its basis the negligence, errors,
omissions or misconduct of the Consultant, its employees, and/or authorized subcontractors,
and/or whenever any claim, action, complaint or suit asserts liability against the City, its elected
officials, officers, agents and employees based upon the work performed by the Consultant, its
employees, and/or authorized subcontractors under this Agreement, whether or not the
Consultant, its employees, and/or authorized subcontractors are specifically named or otherwise
asserted to be liable. Notwithstanding the foregoing, the Consultant shall not be liable for the
defense or indemnification of the City for claims, actions, complaints or suits arising out of the
sole or active negligence or willful misconduct of the City. This provision shall supersede and
replace all other indemnity provisions contained either in the City’s specifications or Consultant’s
Proposal, which shall be of no force and effect.

6.9. Independent Contractor. Consultant is and shall be acting at all times as an
independent contractor and not as an employee of City. Consultant shall have no power to incur
any debt, obligation, or liability on behalf of City or otherwise act on behalf of City as an agent.
Neither City nor any of its agents shall have control over the conduct of Consultant or any of
Consultant’s employees, except as set forth in this Agreement. Consultant shall not, at any time,
or in any manner, represent that it or any of its or employees are in any manner agents or
employees of City. Consultant shall secure, at its sole expense, and be responsible for any and
all payment of Income Tax, Social Security, State Disability Insurance Compensation,
Unemployment Compensation, and other payroll deductions for Consultant and its officers,
agents, and employees, and all business licenses, if any are required, in connection with the
services to be performed hereunder. Consultant shall indemnify and hold City harmless from any
and all taxes, assessments, penalties, and interest asserted against City by reason of the
independent contractor relationship created by this Agreement. Consultant further agrees to
indemnify and hold City harmless from any failure of Consultant to comply with the applicable
worker's compensation laws. City shall have the right to offset against the amount of any fees due
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to Consultant under this Agreement any amount due to City from Consultant as a result of
Consultant’s failure to promptly pay to City any reimbursement or indemnification arising under
this paragraph.

6.10. PERS Eligibility Indemnification. In the event that Consultant or any employee,
agent, or subcontractor of Consultant providing services under this Agreement claims or is
determined by a court of competent jurisdiction or the California Public Employees Retirement
System (PERS) to be eligible for enrollment in PERS as an employee of the City, Consultant shall
indemnify, defend, and hold harmless City for the payment of any employee and/or employer
contributions for PERS benefits on behalf of Consultant or its employees, agents, or
subcontractors, as well as for the payment of any penalties and interest on such contributions,
which would otherwise be the responsibility of City.

Notwithstanding any other agency, state or federal policy, rule, regulation, law or
ordinance to the contrary, Consultant and any of its employees, agents, and subcontractors
providing service under this Agreement shall not qualify for or become entitled to, and hereby
agree to waive any claims to, any compensation, benefit, or any incident of employment by City,
including but not limited to eligibility to enroll in PERS as an employee of City and entitlement to
any contribution to be paid by City for employer contribution and/or employee contributions for
PERS benefits.

6.11. Cooperation. In the event any claim or action is brought against City relating to
Consultant’s performance or services rendered under this Agreement, Consultant shall render
any reasonable assistance and cooperation which City might require.

6.12. Ownership of Documents. All findings, reports, CAD drawings, documents,
information and data including, but not limited to, computer tapes or discs, files and tapes
furnished or prepared by Consultant or any of its subcontractors in the course of performance of
this Agreement, shall be and remain the sole property of City. Consultant agrees that any such
documents or information shall not be made available to any individual or organization without
the prior consent of City. Any use of such documents for other projects not contemplated by this
Agreement, and any use of incomplete documents, shall be at the sole risk of City and without
liability or legal exposure to Consultant. City shall indemnify and hold harmless Consultant from
all claims, damages, losses, and expenses, including attorneys’ fees, arising out of or resulting
from City’s use of such documents for other projects not contemplated by this Agreement or use
of incomplete documents furnished by Consultant. Consultant shall deliver to City any findings,
reports, documents, information, data, in any form, including but not limited to, computer tapes,
discs, files, audio tapes or any other Project related items as requested by City or its authorized
representative, at no additional cost to the City.

6.13. Pbulic Records Act Disclosure. Consultant has been advised and is aware that
this Agreement an all reports, documents, information and data, including, but not limited to,
computer tapes, discs or files furnished or prepared by Consultant, or any of its subcontractors,
pursuant to this Agreement and provided to City may be subject to public disclosure as required
by the California Public Records Act (California Government Code Section 6250 et seq.).
Exceptions to public disclosure may be those documents or information that qualify as trade
secrets, as that term is defined in the California Government Code Section 6254.7, and of which
Consultant informs City of such trade secret. The City will endeavor to maintain as confidential all
information obtained by it that is designated as a trade secret. The City shall not, in any way, be
liable or responsible for the disclosure of any trade secret includeing, without limitation, those
records so marked if disclosure is deemed to be required by law or by order of the Court.
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6.14. Conflict of Interest. Consultant and its officers, employees, associates and
subconsultants, if any, will comply with all conflict of interest statutes of the State of California
applicable to Consultant's services under this agreement, including, but not limited to, the Political
Reform Act (Government Code Section 81000, et seq.) and Government Code Section 1090.
During the term of this Agreement, Consultant and its officers, employees, associates and
subsonsultants shall not, without the prior written approval of the City Representative, perform
work for another person or entity for whom Consultant is not currently performing work that would
require Consultant or one of its officers, employees, associates or subconsultants to abstain from
a decision under this Agreement pursuant to a conflict of interest statute.

6.15. Responsibility for Errors. Consultant shall be responsible for its work under this
Agreement. Consultant, when requested, shall furnish clarification and/or explanation as may be
required by the City’s representative, regarding any services rendered under this Agreement at
no additional cost to City. In the event that an error or omission attributable to Consultant occurs,
without prejudice to any other remedy to which City may be entitled to at law or equity, Consultant
shall, at no cost to City, provide all necessary design drawings, estimates and other Consultant
professional services necessary to rectify and correct the matter to the sole satisfaction of City
and to participate in any meeting required with regard to the correction. In addition, Consulant
shall reimburse City for any and all costs, expenses and/or damages, if any, that the City has
incurred due to the aforementioned error or omission.

6.16. Prohibited Employment. Consultant will not employ any regular employee of City
while this Agreement is in effect.

6.17. Order of Precedence. Inthe event of an inconsistency in this Agreement and any
of the attached Exhibits, the terms set forth in this Agreement shall prevail. If, and to the extent
this Agreement incorporates by reference any provision of any document, such provision shall be
deemed a part of this Agreement. Nevertheless, if there is any conflict among the terms and
conditions of this Agreement and those of any such provision or provisions so incorporated by
reference, this Agreement shall govern over the document referenced.

6.18. Costs. Each party shall bear its own costs and fees incurred in the preparation
and negotiation of this Agreement and in the performance of its obligations hereunder except as
expressly provided herein.

6.19. No Third Party Beneficiary Rights. This Agreement is entered into for the sole
benefit of City and Consultant and no other parties are intended to be direct or incidental
beneficiaries of this Agreement and no third party shall have any right in, under or to this
Agreement.

6.20. Headings. Paragraphs and subparagraph headings contained in this Agreement
are included solely for convenience and are not intended to modify, explain or to be a full or
accurate description of the content thereof and shall not in any way affect the meaning or
interpretation of this Agreement.

6.21. Construction. The parties have participated jointly in the negotiation and drafting
of this Agreement. In the even an ambiguity or question of intent or interpretation arises with
respect to this Agreement, this Agreement shall be construed as if drafted jointly by the parties
and in accordance with its fair meaning. There shall be no presumption or burden of proof favoring
or disfavoring any party by virtue of the authorship of any of the provisions of this Agreement.

6.22. Amendments. Only a writing executed by the parties hereto or their respective
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successors and assigns may amend this Agreement.

6.23. Waiver. The delay or failure of either party at any time to require performance or
compliance by the other of any of its obligations or agreements shall in no way be deemed a
waiver of those rights to require such performance or compliance. No waiver of any provision of
this Agreement shall be effective unless in writing and signed by a duly authorized representative
of the party against whom enforcement of a waiver is sought. The waiver of any right or remedy
in respect to any occurrence or event shall not be deemed a waiver of any right or remedy in
respect to any other occurrence or event, nor shall any waiver constitute a continuing waiver.

6.24. Severability. If any provision of this Agreement is determined by a court of
competent jurisdiction to be unenforceable in any circumstance, such determination shall not
affect the validity or enforceability of the remaining terms and provisions hereof or of the offending
provision in any other circumstance. Notwithstanding the foregoing, if the value of this
Agreement, based upon the substantial benefit of the bargain for any party, is materially impaired,
which determination made by the presiding court or arbitrator of competent jurisdiction shall be
binding, then both parties agree to substitute such provision(s) through good faith negotiations.

6.25. Counterparts. This Agreement may be executed in one or more counterparts,
each of which shall be deemed an original. All counterparts shall be construed together and shall
constitute one agreement.

6.26. Corporate Authority. The persons executing this Agreement on behalf of the
parties hereto warrant that they are duly authorized to execute this Agreement on behalf of said
parties and that by doing so the parties hereto are formally bound to the provisions of this
Agreement.

[SIGNATURES ON NEXT PAGE]
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IN WITNESS WHEREOF, the parties hereto have caused this Agreement to be executed
by and through their respective authorized officers, as of the date first above written.

CITY OF FULLERTON,

Date:

Steve Danley, Acting City Manager

GLASS BOX TECHNOLOGY, INC.

% .
Date: _ 6/30/21

John O’Hara

Signature

APPROVED AS TO FORM:

Richard D. Jones, City Attorney
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EXHIBIT A: SCOPE OF SERVICES & FEES

Glass Box will provide Cyber Security, IT Operations, and Desktop Support servies to the
City of Fullerton on a month-to-month basis during fiscal year 2021/22.

Cyber Security Services

Glass Box will supply a team to manage the City’s Security Vulnerability platform, perform
security patching, manage the Zero Trust platform environment, and the KnowBe4
Security Awareness platform.

The Cyber Security team will monitor the City’s IT networks for published vulnerabilities,
analyze existing vulnerabilities, and determine a prioritized approach to server and end
user computing security. The team will monitor the Zero Trust platform, increasing the
number of secure, compliant devices with encrypted hard drives, firewalls, and biometric
authentication.

The Cyber Security team will manage the monthly security awareness program, failed
security tests, performance improvement, reporting, and policy compliance.

The Cyber Security team will manage the following Security Systems — Okta Cloud
Identity Portal, Cisco Umbrella DNS Protection, KnowBe4 Security Awareness Platform,
Microsoft Security Patching, Microsoft Zero Trust Platform, Tenable.lO Vulnerability
Scanning Platform, all web application identity solutions.

Cyber Security Staffing Costs:

Description Rate/Hr. Weeks  Hours/Week Est. Cost
vCTO — Marty Miller $350.00 4.25 4 $ 5,950.00
Security Awareness & Vulnerability $135.00 4.25 20 $11,475.00
Analyst - Elle Stout

Sr. Infrastructure Engineer & Zero $250.00 4.25 8 $8,500.00
Trust Architecture — Anthony Kantola

Infrastructure Engineer — Thomas $150.00 4.25 24 $15,300.00
Collinet

Sr. Network Architect — Brian Krueger $250.00 4.25 8 $8,500.00
Total Monthly Cost: $ 49,725.00

IT Operations Support Services

Glass Box will provide IT Operational Support services to the City of Fullerton on a month-
to-month basis during fiscal year 2021/22. Additionally, Glass Box will perform the
projects listed below with no extra cost.

The following systems will be supported and upgraded as updates are available:
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e Enterprise Systems — Active Directory, DHCP, DNS, Office 365 — Azure Active
Directory, Exchange Online, Security and Compliance Center, SharePoint Online,
and Teams Online; Amazon Web Services (AWS) Cloud Infrastructure, VMWare
Enterprise, Veeam Data Backup Platform, Webex Collaboration Suite

e Applications — ONES Enterprise Financial System, Tyler Technologies EnerGov,
Advanced Utility Systems, VersaTerm, ELETE 3, LiveScan, ArcGIS, FIRE based
applications, and Granicus components

The following roles will be supplied to support operational needs related to day-to-day
management, security, network, systems, databases, Office 365, ONES, and AWS
operations.

IT Operations Support Staffing Costs:

Description Rate/Hr. = Weeks  Hours/Week Est. Cost
vCTO — Marty Miller $350.00 4.25 8 $11,900.00
Sr. Infrastructure Engineer — Shah $250.00 4.25 40 $42,500.00
Mehraein

Sr. Network Architect — Brian Krueger ~ $250.00  4.25 16 $17,000.00
SharePoint Admin & Technical Writer —  $75.00 4.25 16 $5,100.00
Madison Miller

Asset Management — Kyle Owens $60.00 4.25 16 $4,080.00
Total Monthly Cost: $ 80,580.00

Excluded: Costs related to hardware, software, and project management needed to
implement new IT projects the City chooses to pursue.

Desktop Support Services

Three destop engineers will work onsite at the assigned City location 5 days/week on a
month-to-month basis providing the following services:

e Support and maintain organizational computer systems.

e Support desktops and peripherals.

e Installing and diagnosing workstations.

¢ Repairing, maintaining, and upgrading basic network hardware and equipment.
e Ensuring optimal workstation performance.

e Maintain and resolve basic issues on LAN/WAN.

Assumptions:
e Customer IT staff will be available to work with Supplier and provide access to
relevant data and information, to facilitate timely completion of tasks.

e Remote access for engineer to provide support.
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Desktop Support Staffing Costs:
Description
(3) Desktop Support Engineers (per
month)
Total Monthly Cost:

Summary of Monthly Costs:

Cyber Security Support Staffing Costs:

IT Operations Support Staffing Costs:
Desktop Staffing Support Costs:

Total Monthly Costs:

Rate/Hr. Weeks
$61.91 4

$31,574.10

$49,725
$80,580
$31,574.10

$161,879.10

Hours/Week Est. Cost
42 .5 each $31,574.10
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EXHIBIT B

INSURANCE
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EXHIBIT C

W-9
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